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ABSTRACT 

The need of the highly technologized world is fulfilled via computers, computer systems 

and internet. The cyber world knows no territorial boundaries and therefore, this makes 

the computer systems vulnerable to malicious transnational cyberattacks. The 

Cyberattacks are on an exponential metastatic rise around the world with very little 

action to prevent these on the International front. Since, transnational cyber-attacks are a 

rising global issue and domestic law offers almost little to no help in punishing the 

offenders, there is an urgent need for international law experts to move beyond Tallinn 

Manual, and explore the possibilities of drafting a precise and unambiguous convention 

on transnational cyberattacks. Authors have also argued for the formation of an impartial 

international tribunal mandated for the purpose of investigating and resolution of 

transnational cyberconflicts. A Convention and Specialized Tribunal dealing with 

transnational cyberattacks can go a long way in solving most of the legal problems faced 

by people working in the domain.  

Keywords: transnational cyberattacks, cyber-conflict, Tallinn Manual, international law 

 

I. INTRODUCTION 
Not long ago, John Perry Barlow in his “Declaration of the Independence of Cyberspace”,3 

painted a rosy picture of the Internet as a space beyond national borders and free from the 

tyrannies of all governments. If only he’d known, this ‘so called space’ would lay the 

foundation for potential cyberattacks in the future. That is to say that the society is moving 

towards “informationization”,4 not only in matters of life but also in terms of war.  

The term “cyberattack” denotes an attack performed in the cyberspace through cyber means 

and methods. Here, the term ‘cyberspace’ implies a globally interconnected network of 

 
1 Author is a student at Amity Law School, Delhi (affiliated to GGSIPU), India. 
2 Author is a student at Amity Law School, Delhi (affiliated to GGSIPU), India. 
3 John Perry Barlow, A Declaration of Independence of Cyberspace, ELECTRONIC FRONTIER FOUNDATION (Feb. 

8, 1996), https://www.eff.org/cyberspace-independence.  
4 M. Taylor Fravel, China’s New Military Strategy: “Winning Informationized Local Wars”, THE JAMES TOWN 

FOUNDATION (Jun. 2, 2015, 09:27 PM), https://jamestown.org/program/chinas-new-military-strategy-winning-

informationized-local-wars/. 
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digital information and communications infrastructures including Internet, 

telecommunications networks, computer systems and the information contained in them. For 

instance, while the infection of an aggressive adversary’s computer network with a malicious 

virus would amount to an act of cyberattack, the aerial bombardment of a military 

cybercommand would evidently not. Intriguingly, despite the fact cyberattack is conducted in 

cyberspace, it does not affect its ability to produce kinetic or non-electronic effects outside 

the cyber domain which may particularly be the intention of the perpetrator. Since, 

cyberspace knows no boundaries, attacks in cyberspace could target a computer server in a 

different country. Such cross-country cyberattacks can be termed as “Transnational 

Cyberattacks”.  

In 2006, the U.S. Air Force announced a new mission statement wherein it made a pledge to 

“fight in Air, Space and Cyberspace.”5 As per the US intelligence chiefs, although shrouded 

in secrecy, over 30 countries are in the process of developing offensive cyberattack 

capabilities.6 US intelligence briefings constantly state Russia, China, Iran, and North Korea 

as some of the major cyber threat actors having the potential to commit serious cyberattacks.7 

This leads to concerns that a secret cyber arms race might already have begun. 

The International Court of Justice in its Nuclear Weapons Advisory Opinion specified that 

for a use of force to be an armed attack, consideration of the effects of act is enough and it is 

regardless to consider the weapons employed.8 Therefore, ICJ has left the term weapons 

open-ended, in order for weapons to take within itself, the technological advancements for 

weaponry in near future. Cyber Weapons is just the new technological advancement of 

weaponry and cyberattacks are its result.  

II. TRANSNATIONAL CYBERATTACKS: A RISING GLOBAL ISSUE 
The number of states developing military cyber capabilities is accelerating whilst the history 

witnesses numerous cyberattacks having the capability to both directly and indirectly harm 

civilian population. That is to say, besides causing substantial economic loss, cyber 

operations have shown to have adversely impacted civilian infrastructure.9 A Cyberattack in 

 
5 Cyberspace as a Domain In which the Air Force Flies and Fights, C4ISR Integration Conference, Crystal City, 

Va., Nov. 2, 2006, https://www.af.mil/About-Us/Speeches-Archive/Display/Article/143968/cyberspace-as-a-

domain-in-which-the-air-force-flies-and-fights/.  
6 James R. Clapper, Marcel Lettre, Michael S. Rogers, Joint Statement for the Record to the Senate Armed 

Services Committee, Foreign Cyber Threats to the United States (2017), https://www.armed-

services.senate.gov/imo/media/doc/Clapper-Lettre-Rogers_01-05-16.pdf.  
7 Ibid.  
8 Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, [1996] I.C.J. Rep 226 at 39.  
9 Laurent Gisel, Lukasz Olejnik, ‘The Potential Human Cost of Cyber Operations’, ICRC Expert Meeting, 

Geneva (November, 2018).  

https://www.af.mil/About-Us/Speeches-Archive/Display/Article/143968/cyberspace-as-a-domain-in-which-the-air-force-flies-and-fights/
https://www.af.mil/About-Us/Speeches-Archive/Display/Article/143968/cyberspace-as-a-domain-in-which-the-air-force-flies-and-fights/
https://www.armed-services.senate.gov/imo/media/doc/Clapper-Lettre-Rogers_01-05-16.pdf
https://www.armed-services.senate.gov/imo/media/doc/Clapper-Lettre-Rogers_01-05-16.pdf
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Ukraine led to a Power Blackout for hours,10 which the experts anticipated could have been 

lot worse had the hackers destroyed the ‘substation’ equipment.11 Due to the ubiquitous 

nature of technology these attacks can also extend to various other sectors including the 

healthcare sector, industries, transport, governmental and financial systems as they become 

more digitalized by the day. It is astounding to grasp that the UK and US stock exchanges 

have both been targets of global cyberattacks. Ranging from cyberattacks on various 

governments including the Whitehall in the UK to cyberattacks directed at International 

organizations including NATO and EU, the history is evident of our inability to cope with 

such attacks.  

Nevertheless, attacks in the cyber domain may be authorized by states or be conducted by 

non – state actors who, unlike in the physical domain, have the advantage of anonymity in 

cyberspace which enables them to hide their location, making it difficult to attribute 

cyberattacks to a specific actor.12 Here, non-state actors can also include giant social media 

companies such as Facebook, Google, Twitter etc. Moreover, since cyberattacks spread 

virally, their impact can be felt even in areas far from the target hit.13 Any activity in the 

cyberspace could hence be subject to the laws of multiple jurisdictions,14 which may overlap 

or conflict. 

The challenge thus becomes not just how to respond but who has the jurisdiction to do so and 

whether they can hold the perpetrators accountable. 

III. DOES DOMESTIC LAW OFFER ANY SOLUTION? 

Under the domestic law, to bring charges against criminal acts initiated outside its territorial 

limits, a state must have extraterritorial jurisdiction. This can be extremely problematic in 

matters of enforcement if the foreign governments fail to cooperate in the process of 

investigation, for instance by refusing to provide necessary evidence.15 Furthermore, the 

entire prosecution may come to a standstill if the country harboring the offender refuses to 

extradite him. This has always been true in case of Russia in its constant refusal for 

 
10 K. Zetter, “Inside the cunning, unprecedented hack of Ukraine’s power grid”, Wired, (3 March 2016). 
11 Laurent Gisel, Lukasz Olejnik, ‘The Potential Human Cost of Cyber Operations’, ICRC Expert Meeting, 

Geneva (November, 2018).  
12 Jennifer Daskal, The Un-Territoriality of Data, 125 YALE L.J. 326, 331 (2015). 
13 Eric Mifflin “The Law of Armed Conflict in the 21st Century: A Critical Examination of the Legal 

Relationship between State and Non-State Entities” 41-42 (2010). 
14 Jonathan A. Ophardt, Cyber Warfare and the Crime of Aggression: The Need for Individual Accountability on 

Tomorrow’s Battlefield, 9 DUKE L. & TECH. REV. 1, 22 (2010). 
15 Susan W. Brenner, The Council of Europe’s Convention on Cybercrime, in Cybercrime: Digital Cops in a 

Networked Environment 211 (Jack M. Balkin et al., 2007); Mohamed Chawki Et Al., Cybercrime, Digital 

Forensics & Jurisdiction 20 (2015).  
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extraditing Russian Hackers.16 Due to the above stated reasons, domestic criminal law is 

often not an effective tool in cases where the perpetrator is not physically located in the 

concerned state. Thus, the solutions lie beyond domestic criminal law.   

IV. NEED FOR CONVENTION ON TRANSNATIONAL CYBERATTACKS UNDER 

INTERNATIONAL LAW 
History is suggestive of the fact that arms races are best curbed through formal treaties and 

agreements that are prudently drafted to reduce ambiguity and increase transparency. Every 

brutal war on this planet has led to appeals to restructure the new horrors faced by humanity. 

The human catastrophe witnessed following the World War II led to the drafting and ratifying 

of conventions on outlawing biological warfare, chemical warfare, and anti-personnel mines. 

Besides this, development of nuclear warfare revolutionized strategic war planning leading to 

decades of nuclear arms racing which was ultimately controlled through rigorous 

international diplomacy and arms control agreements.  

According to a survey by Wall Street Journal, while 29 governments presently have military 

or intelligence units exclusively dedicated to offensive cyber operations, more than 60 

countries are developing cyberweapons.17 Today, the leading international agreements 

administering cyber conduct are the Convention on Cybercrime, 2001 (also its Additional 

Protocol, 2006) and the Shanghai Cooperation Organization’s International Information 

Security Agreement, 2009. Both these agreements are severely limited in terms of their scope 

and membership.  

It was only in 2008 that the first step was taken to resolve this catch-22 situation when NATO 

had established the Cooperative Cyber Defence Centre of Excellence. Further in 2009, the 

center hosted a conference in Tallinn, Estonia, with 20 international experts from NATO 

countries to seek out ways to apply existing international law essentially jus ad bellum, 

international humanitarian law (IHL) and laws of state responsibility to cyber warfare, thus 

resulting in the “Tallinn Manual”18. The Tallinn Manual however, has failed to effectively 

address the mounting issue of transnational cyberattack due to the below mentioned reasons. 

Firstly, it has failed to gain support from non-NATO members. Secondly, instead of 

promulgating new rules on the subject, it has merely interpreted the existing international 

 
16 Adam Goldman & Matt Apuzzo, U.S. Faces Tall Hurdles in Detaining or Deterring Russian Hackers, N.Y. 

TIMES (Dec. 15, 2016), http://www.nytimes.com/2016/12/15/us/politics/russian-hackers-election.html.   
17 Damian Paletta et. al., Cyberwar Ignites a New Arms Race, THE WALL STREET JOURNAL (Oct. 11, 2015, 

09.52 PM), https://www.wsj.com/articles/cyberwar-ignites-a-new-arms-race-1444611128.  
18 SCHMITT, M. N., TALLINN MANUAL ON THE INTERNATIONAL LAW APPLICABLE TO CYBER WARFARE 

(Cambridge University Press, 2013).  

http://www.nytimes.com/2016/12/15/us/politics/russian-hackers-election.html
https://www.wsj.com/articles/cyberwar-ignites-a-new-arms-race-1444611128
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rules pertaining to cyberwarfare which are fairly vague and limited in their scope. 

Accordingly, the interpretation of jus ad bellum and jus in bello treaty provisions remains 

highly unsettled. Thirdly, even if states agree to apply jus ad bellum and jus in bello 

provisions to cyberwarfare, such agreement is unlikely to stand the test of time as most 

treaties and conventions currently governing the production, stockpiling, sale and transfer are 

proof that the international prohibition on the use of force and IHL are by themselves 

inadequate to prevent or restrain international armed conflict. 

Other problems associated with current regime of cyber-attack is that it makes nearly 

impossible to identify the perpetrator. This concern was acknowledged by the ICJ in the 

Nicaragua Case, which is evident from the following statement that ‘the problem is not the 

legal process of imputing the act to a particular State but the prior process of tracing material 

proof of the identity of the perpetrator’.19 In the case of a cyberattack this will be combined 

by the speed of the attack, its anonymity, the possibility of ‘spoofing’, as well as the point 

that it may have travelled through many different jurisdictions in which case collecting 

evidence may not be physically possible, or it may also have to counter many legal as well as 

political hurdles.20 

The above stated reasons therefore highlight the need for a novel and unambiguous 

convention on transnational cyberattack. A specific and precise convention on the subject 

would serve to slow down the cyber arms race and also strengthen the deterrent and defensive 

faculties of state parties. 

V. FORUM FOR TRANSNATIONAL CYBERCONFLICT RESOLUTION: A VISION 

For the efficient redressal of Transnational cyberconflicts, there is a demand for a specialized 

forum empowered and having the necessary expertise to deal with such matters. Without an 

international court or tribunal for Cyberconflicts, innumerable cyberattacks having serious 

global consequences are likely to go unpunished.  

It is therefore suggested that such disputes could be resolved either before the International 

Criminal Court (ICC) or before a ‘sui generis’ International Tribunal for Transnational 

Cyberconflicts.  

At present, the Rome Statute establishes the jurisdiction of the ICC over four crimes, namely, 

the crime of genocide, crimes against humanity, war crimes, and crimes of aggression. 

 
19 Military and Paramilitary Activities in und against Nicaragua (Nicaragua v. United States of America), 

[1986] I.C.J. Rep 14 at 57.   
20 TIKK ENEKEN ET. AL., INTERNATIONAL CYBER INCIDENTS: LEGAL CONSIDERATIONS (2010).  
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Although the jurisdiction of the ICC doesn’t extend to cybercrimes at the moment, it may 

extend to ‘certain’ instances of cyberwarfare. That is to say, assuming the Court’s jurisdiction 

is activated for crimes of aggression, it will be limited to persons being in a position to 

exercise control over the political or military actions of a State.21 However, cyberattacks 

rarely occur in the context of a strict chain of command and are mostly carried out by 

collective individuals not authorized by the state.22 This clause, therefore, makes several 

perpetrators beyond the reach of the court, excluding them from its jurisdiction. Furthermore, 

it isn’t clear if an act of cybercrime could amount to an act of aggression. A solution in this 

regard, to establish jurisdiction, might be for the ICC to treat transnational cybercrimes as 

war crimes or crimes of aggression. For this to be done, the Rome Statute must be amended 

to expand the jurisdiction of the ICC to include within its ambit acts of transnational 

cybercrime. 

At the same time, a more obvious solution to the problem would be the establishment of an 

independent International Tribunal for Transnational Cyberconflicts having competency in 

Information technology.23 Such a Tribunal could, unlike the ICC, also have jurisdiction over 

civil transnational cyberconflict matters. It is significant to understand that in various 

instances, an action in the cyberspace could create civil liability, say for instance negligently 

failing to secure critical infrastructure or failure to conform with cyber hygiene obligations, 

thereby permitting their devices to become part of botnets. Stein Schjolberg, a former 

Norwegian judge and an international expert on cybercrime also published a Draft UN Treaty 

on an International Criminal Court or Tribunal for Cyberspace24 which can be referred for 

assistance in the matter. 

VI. CONCLUSION 
Transnational Cyberattack is as much a reality as climate change. Astonishingly, both the 

truths have been denied by countries to favor their stance. Accelerating technological 

development, has made governments increasingly dependent on computer systems ranging 

from financial services to military services. This may even enable attackers to bypass a 

state’s traditional defenses through cyberattacks. More so, we are presently witnessing a 

worldwide pandemic, relying heavily on our countries’ healthcare systems. Imagine what 

 
21 Rome Statute, art. 8 (entered into force July 1, 2002), rev. 2010.  
22 Jonathan A. Ophardt, Cyber Warfare and the Crime of Aggression: The Need for Individual Accountability on 

Tomorrow’s Battlefield, 9 DUKE L. & TECH. REV. 1, 16 (2010). 
23 William M. Stahl, The Uncharted Waters of Cyberspace: Applying the Principles of International Maritime 

Law to the Problem of Cybersecurity, 40 GA. J. INT’L & COMP. L. 272 (2011). 
24 Stein Schjolberg, The Third Pillar for Cyberspace: An International Court or Tribunal for Cyberspace (9th ed. 

2014), http://www.cybercrimelaw.net/documents/140626_Draft_Treaty_text.pdf.  

http://www.cybercrimelaw.net/documents/140626_Draft_Treaty_text.pdf
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could happen if these healthcare systems are targeted by cybercriminals in such 

circumstances. It’s not merely infrastructure that is at the risk of being injured but also the 

lives of people. Modern problems thus need modern solutions. The circumstances therefore 

demand the establishment of a transnational cyberattack convention and a forum for 

resolution of cyberconflicts to ensure justice and transparency. Such a convention must 

embody provisions relating to jurisdiction and non-state actors. These law and policy changes 

will go a long way in mitigating the instances of transnational cyberconflicts. 

***** 


